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Computer Network, Year III, 2010-2011 

First Semester Examination 
Review Questions 

 
 
1. Refer to the graphic. What types of devices are the printer and the IP phone? (Choose two.) 

        
 

2. Determine if the characteristics are an 
advantage or disadvantage of a peer-to-
peer network. Drag each characteristic 
from the left to the appropriate category on 
the right. 

 

3. Drag the displayed information on the left to the topological map that displays it on the right. 

 
 

 

4. Match the situation on the left with the correct type of message that would be used on the right: 
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5. 

 
 

6. 

 

7. Determine if the tasks performed would be 
considered the role of a client, server, or both. Drag 
the task from the left to he appropriate category on 
the right. 

 

8. Refer to the graphic. If H1 on SwitchA needs to 
forward a frame to H3 on SwitchB, which MAC 
address is used as the destination MAC within the 
frame? 

9. Refer to the graphic. Two network segments, LAN-A and LAN-B, directly connect to Router1. When RouterA 
receives a message with a source address of Computer1 on LAN-A and a destination address of Computer10 on LAN-
B, what will be the action of Router1? 
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10. Which three pieces of information are included in a network physical map? (Choose three.) 

11. When using Windows XP, which command shows information about the computer, including IP address, subnet 
mask, default gateway, and additional details about DHCP and DNS? 

 
12. In what area of a network can traffic from other hosts cause a sending host to stop transmitting, then wait a random 

amount of time before resending a message? 

 
13. Which two statements are true regarding IP packets? (Choose two.) 

14. Drag the step on the left to the right in the order the steps are 
performed for a host to send data over the Internet: 
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15. Select the true statement regarding the ping and tracert commands. 

16. Drag the term on the left to the Destination on the right. 

17. Where do ISPs get the public IP addresses that they assign to end users? 

18. Refer to the graphic, which symbol would represent the Internet when a packet is travelling 
from a source to the destination through many network devices? 

19. Drag the characteristic on the left to the category on the 
right. 

20. What are three characteristics of UTP cabling? (Choose three.) 
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21. Drag the characteristic on the left to the appropriate network 

environment on the right. 
 

22. Drag the statement on the left to the category on the right.  

 

23.  A technician is setting up equipment. Which three devices will need IP addresses? (Choose three.) 

24.  Which three statements are true about binary octets? (Choose three.) 

25.  Match the number of the first octet on the left to the address class on the right. Note that not all of the first octet 
numbers shown on the left will be used. 
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26.  Which statement is true concerning private network addresses? 

 
 

27.  How many class C networks are reserved for private address space? 

 
 

28.  What is the destination MAC address of a broadcast Ethernet frame? 

 
 

29.  Drag the statement on the left to the category on the right: 

 

 
 

30.  Place these DHCP messages in the correct order for a host to obtain an IP address from a DHCP server: 

 
 

31.  An ISR has a public IP address issued by the ISP. What is the purpose of the public IP address? 
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32.  What function does NAT perform in an ISR? 

 
33.  Refer to the graphic. What 2 types of IP addresses should be used on the ISR at interfaces A and B? (Choose 

two.)? 

 

34. What happened when part of a message using TCP is not delivered to the destination host? 

 
 

35. Drag the statement on the left to the service on the right: 

 

 

 

 

 

 
 

36. Drag an item on the left to an item on the right. Note that not all items on the left will be used. 
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37. Refer to the graphic. Which protocol allows you to type www.cisco.com instead an IP address to open the Web page? 

                               
 

38. Drag the term on the left to the definition on the right: 

 
 

39. Drag the protocol on the left to the category on the right. Note that not all protocols will be used. 

 
 

40. What acronym is associated with making a phone call using the Internet? 

 
 

41. Drag the port number on the left to the associated protocol on the right: 
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42. Select three protocols that operate at the Application Layer of the OSI models. (Choose three.) 

 
 

43.   What are the differences between binary and decimal numbers? (Choose two.) 

44.  Examine the graphic with current configuration. Host A in the Clerical offices failed and was replaced. Although a 
ping to 127.0.0.1 was successful, the replacement computer can not access the company network. What is the 
likely cause of the problem? 

 

 
 

45.  Refer to the exhibit. A network administrator is testing the configuration on a host computer. What type of address 
is 127.0.0.1? 
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46.  What portion of the IP address does the prefix represent? 

47.  Which is true regarding IP network addresses? 

48.  Which address type has all host bits set to 1? 

49.  How many binary digits (bits) are in an IPv6 address? 

 
50.  What is the primary reason for developing IPv6? 

51.  Refer to the exhibit. The numbers in the exhibit are part of a single subnet. Which statements are true regarding 
these numbers? (Choose three.) 

192.168.223.99 192.168.223.107 192.168.223.117 192.168.223.127 
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52.  Drop the options on the left to the correct target on the right. 

 

53. How many host addresses are available on a Class C network with the default subnet mask? 
 

a. 128 b. 254 c. 255  d. 256 
 

54. Match the protocol data units (PDU) to their corresponding layers: 
a. Bits  Packets Network Layer 
b. Frames  Bits Physical Layer 
c. Packets  Segments Transport Layer 
d. Segments  Frames Data Link Layer 

 
55. Computer “A” is trying to locate a new computer named “B” on the network. Which of the following does 

“A” broadcast to find the MAC address of “B”? 
 

a. MAC request  b. ARP request c. Ping d. Proxy ARP 
 

56. Which of the following best describes the function of a router? 
a. A router screens network traffic based on source and destination MAC addressing. 
b. A router extends the operating distance of a network by regenerating digital signals. 
c. A router acts as a multi-port repeater and occupies the center of a star topology network. 
d. A router forwards packets from one network to another based on network layer information. 

 

57. Why does a router perform a logical “ANDing”? 
e. to determine the source address of a packet 
f. to determine the host address of a destination 
g. to determine the network or subnetwork to which a packet should be sent 
h. to determine the subnet mask and compare it with the routing table 

 

58. Which are the characteristics of MAC and which are of IP: 
 

No. Characteristics MAC or IP 
2)  48 bits MAC 
3)  32 bits IP 
4)  assigned by the network administrator IP 
5)  assigned by the manufacturer of the NIC MAC 
6)  divided into manufacturer code and serial number MAC 
7)  flat addressing MAC 
8)  hierarchical addressing IP 
9)  divided into network portion and host portion IP 

 

59. What is the subnet mask for a class B network when 7 bits are borrowed? (255.255.254.0) 

60. With an IP address of 172.16.1.162 and a subnet mask of 255.255.254.0, how many bits have been 
borrowed to create the subnets? (7 bits) 

 

61. How many host bits are available in a subnet mask of 255.255.248.0? 
 

a. 8 b. 9 c. 11 d. 13 
 

62. Given the IPs in the first column of the table below, fill in the correct values in the remaining columns: 
 

No. IP Class 
Address 

Type  
Default Subnet Mask Network Address Broadcast Address 

1) 201.3.2.1 C Public 255.255.255.0 201.13.2.0 201.13.2.255

2) 127.0.0.200 A Loopback 255.0.0.0 127.0.0.0 127.255.255.255
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3) 128.129.130.131 B Public 128.129.0.0 128.129.255.255

4) 16.172.18.19 A Public 255.0.0.0 16.0.0.0 16.255.255.255

5) 172.16.1.1 B Private 255.255.0.0 172.16.0.0 172.16.255.255

6) 172.31.255.254 B Private 255.255.0.0 172.31.0.0 172.31.255.255

7) 172.168.50.1 B Public 255.255.0.0 172.168.0.0 172.168.255.255

8) 191.168.1.1 B Public 255.255.0.0 191.168.0.0 191.168.255.255

9) 192.168.1.5 C Private 255.255.255.0 192.168.1.0 192.168.1.255

10) 128.254.254.254 B Public 255.255.0.0 128.254.0.0 128.254.255.255

11) 223.224.225.226 C Public 255.255.255.0 223.224.225.0 223.224.225.255

12) 2224.225.226.227 D Multicast N/A N/A N/A 
 

63. If 7 bits are borrowed from the Class B network of 172.18.0.0, list the first 5 and last 2 subnets, including 
their corresponding subnet masks, host address ranges, and broadcast addresses: 

 

No. Subnet Address Host Address Range Subnet Mask Broadcast Address 

1)  172.18.0.0 172.18.0.1 – 172.18.1.254 255.255.254.0 172.18.1.255

2)  172.18.2.0 172.18.2.1 – 172.18.3.254 255.255.254.0 172.18.3.255

3)  172.18.4.0 172.18.4.1 – 172.18.5.254 255.255.254.0 172.18.5.255

4)  172.18.6.0 172.18.6.1 – 172.18.7.254 255.255.254.0 172.18.7.255

5)  172.18.8.0 172.18.8.1 – 172.18.9.254 255.255.254.0 172.18.9.255

… … .. … … 

127) 172.18.252.0 172.18.252.1 – 172.18.253.254 255.255.254.0 172.18.253.255

128) 172.18.254.0 172.18.254.1 – 172.18.255.254 255.255.254.0 172.18.255.255
 

64. Determine whether or not the given IP and netmask pair below is valid: 
 

No. IP Netmask Valid/Invalid If invalid, why? 
1)  192.168.0.128 255.255.255.192 Invalid It is a subnet address 
2)  192.168.1.127 255.255.255.240 Invalid It is a broadcast address 
3)  192.168.2.129 255.255.255.224 Valid  
4)  172.18.0.255 255.255.254.0 Valid  
5)  172.18.1.255 255.255.254.0 Invalid It is broadcast address 
6)  119.15.80.252 255.255.255.252 Invalid It is a subnet address 
7)  119.15.80.253 255.255.255.252 Valid
8)  119.15.80.254 255.255.255.254 Valid  
9)  119.15.80.255 255.255.255.254 Invalid It is a broadcast address 
 

65. If you check the IP of a PC and see this: IP=172.18.65.0, subnet mask=255.255.224.0, fill in the correct 
values in the table below: 

 

1)   Bits Borrowed: 3 bits 
2)  Remaining Host bits: 13 bitd 
3)  Prefix: /19 
4)  Number of Possible Subnets: 8 subnets 
5)  Usable Hosts/Subnet: 213 -2 = 8192 hosts 
6)  Subnet Address: 172.18.64.0 
7)  Broadcast Address 172.18.95.255 
8)  Host Address Range of the Subnet: 172.18.64.1 – 172.18.95.254 
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66. Why is IEEE 802.11 wireless technology able to transmit further distances than Bluetooth 

technology? 

 
 
67. What are three advantages of wireless over wired LAN technology? (Choose three.) 

 

 
 
68. Which wireless technology standard provides the most compatibility with older standards, but 

has greater performance? 
 

 
 
69. What is CSMA/CA on a network? 

 

 
 
70. When is a client considered to be “authenticated” when only MAC address filtering is enabled on 

the access point? 
 

 
 
 


