Computer Network, Year Ill, 2010-2011
First Semester Examination
Review Questions

1. Refer to the graphic. What types of devices are the printer and the IP phone? (Choose two.)
| The P phone is a peripheral.

¥ The P phone is a host.

The IF phone is a network device.

- The printer is a peripheral.

The printer is a host.

_| The printer iz a network device.

2. Determine if the characteristics are an
advantage or disadvantage of a peer-to-
peer network. Drag each characteristic
from the left to the appropriate category on
the right.

Disadvantages

provides minimal security

3. Drag the displayed information on the left to the topological map that displays it on the right.
Logical Topology Map

showws host names and host addrezses
zhowes group information and applications wsed

showys location of broadeast and callizion domains

al Topalogy Magp

showys wiring installations
showes location of netwarking devices

showys location of each host and howe they connect to the
netwark

4,  Match the situation on the left with the correct type of message that would be used on the right:

Unicast

A host device sends an e-mail to another host dewvice.

A host device requests ameb page and displays the results.




hdulticast

A host device joins a2 group to receive wvideo conferencing.
A router fonmards its routing table to a specific group of
routers on the networ.

Broadcast

A host dewice sends 3 hello meszage to all computers on the
niehno.
A host dewice sends out an ARP request looking for the MAC
address for a specific [P address.

5. Which twno statements accurately describe a router ARFP table and roudting tahle? (Choose two.)

v The ARP table contains information about individual devices, not networks.
The ARP table containg information about networks, not individual devices.
The ARP table containg information about netwaorks and individual devices.
The routing table containg information about individual devices, not networks.
¥ The routing table containg information about netwarks, not individual devices.
The routing table contains infarmation about networks and individual devices.
6. What process can a user perform on the host so that a folder on a remote senver is treated as ifitwere a local

resource?

/= mapping a drive
. sharing a drive
. enabling a remote uger

. setting share permissions

7. Determine if the tasks performed would be Client

considered the role of a client, server, or both. Drag

the task from the left to he appropriate category on
the right, Connect ta an e-learning site to learn networking.

Server

Share files with another device.
Store e-mail to deliver it upon reguest.

Both a Client and Server

Play & video game with & friend across a network,

Patticipate in a videoconference with ancther computer .

8. Refer to the graphic. If H1 on SwitchA needs to
forward a frame to H3 on SwitchB, which MAC
address is used as the destination MAC within the
frame?

WAC address of H1

_ MAC address of Switch A
. MAC address of Switch B

= MAC address of H3

9.  Refer to the graphic. Two network segments, LAN-A and LAN-B, directly connect to Routerl. When RouterA
receives a message with a source address of Computerl on LAN-A and a destination address of Computer10 on LAN-
B, what will be the action of Router1?



10.

11.

12.

13.

14.

LAN-4 I_%j LAN-B
it 4 i

Computerl Computerll

The router chiecks its ARP table to determine where to forward the packet to reach compoterti o
The router checks it ARF tahle to determine the appropriate IP address of computer1 0.
+/ =1 The router checks its routing table to determine where to forward the packet to reach computer10.

The router checks its routing table to determine the appropriate MAC address of computer1 0.

Which three pieces of information are included in a network physical map? (Choose three.)
IF addressing schetmne

computer naming scheme
¥ location and length of cable runs
M physical location of all netwarking devices
lacation and size of broadeast and collision domains

¥ hardware configuration of end devices such as hosts and servers

When using Windows XP, which command shows information about the computer, including IP address, subnet
mask, default gateway, and additional details about DHCP and DNS?

ipconfig

winipcfg
/&) ipconig /all

winipcfo ‘all

In what area of a network can traffic from other hosts cause a sending host to stop transmitting, then wait a random

amount of time before resending a message?
access layver

broadcast domain
+/= collision domain
distribution layer

peer-to-peer network
Which two statements are true regarding IP packets? (Choose two.)
They are alsa called frames.

They are also called segments.
¥ Theyare also called datagrams.
¥ Theyhave a header that containg a source and destination IP address.

They are addressed using a source and destination MAC address.

Drag the step on the left to the right in the order the steps are -
performed for a host to send data over the Internet: V| Aot s is divided into packets.
V| Data arrives at source host ISP POP.
Source host ISP decides whether data needs local or
v remate services.
Source host ISP router forwards data out onto the
o Internet.
V| [Data arrives at destination host ISP POP.
Destination host ISP uses destination P address to deliver
v data to host.




15.

16.

17.

18.

19.

20.

Select the true statement regarding the ping and tracert commands.
/=) Tracrt shows each hop, while ping shows a destination reply only.

Tracert uses [P addresses; ping does not.

Both ping and tracert can show results in a graphical display.

Ping shows whether the transmission is successful; tracert does not.

Drag the term on the left to the Destination on the right.

coax cable | | uses a BNC connector
cladding | | used inside fiber-optic cabling to reflect light
noize crested by an electrical environmenrnt

fiber-optic circuit | |

uzes two fibers: one to transmit, one to receive

SeTP ||

expenzive type of twizted-pair cabling

| I

crozstalk | |

zignal from one cable interferes with another

Where do ISPs get the public IP addresses that they assign to end users?

ISPs create the addresses themselves.
|SPs are assigned addresses through the RFC.
8P = obtain their addresses automatically.

W)

Drag the characteristic on the left to the category on the

right.

ISPs abtain address hlocks from registry organizations.

Refer to the graphic, which symbol would represent the Internet when a packet is travelling
from a source to the destination through many network devices?

TP

uses eight wires

mozt common cabling used with modern Ethernet

Fiket

uzed for long distances at high speeds

Coax

uzed by cable TV

used for cable and satelite Internet connectivity

What are three characteristics of UTP cabling? (Choose three.)

uszes lightto transmit data

susceptible to EMI and RFI

commaonly used between buildings
easiesttype of networking cahle to install

most commaonly used type of networking cahle

commanly used far Internet connectivity by a cahle TV provider




21. Drag the characteristic on the left to the appropriate network Home

environment on the right. = )
provides limted services to a few users

containg few devices
purchazes Internet connectivity
Internet Service Provider
provides transpart services to a large number of users
contains many different devices
requires robust equipment

22. Drag the statement on the left to the category on the right.

True
Fiber cable iz uzed in networking.
Muttimode is 5 type of fiber network cable.

Coax cabling aloves many signals to be combined to be
transmitted.

Falze

Coax is easzier to install than UTP.

Fiber connectivity iz common in home networking.

Category 3 is commonly wused for UTP data connectivity.

23. A technician is setting up equipment. Which three devices will need IP addresses? (Choose three.)
& printer with an Ethernet card

aweh camera attached directly to a host
@ server with twa NICs
M anlP phone

a standalone workstation

a PDA attached to a networked workstation
24, Which three statements are true about binary octets? (Choose three.)
o ITahitis azero (0), its column value is not counted.
- Thevalue of each hitin an octetis twice that af the hitta its right.
_ Therightrmost bit in an actet has avalue of Dwhen it is turned on.
M Ahostlooks at every bit of an [P address as it is received by the host NIC,
Ifall ofthe bits in an octet are setto one (1), the value ofthe octet is 2496.

There are 32 value positions in an octet.

25. Match the number of the first octet on the left to the address class on the right. Note that not all of the first octet
numbers shown on the left will be used.

first octet number of O | ‘{| first octet number of 126 |

first octet number of 130 |
v

first octet number of 200 |
v




26.

27.

28.

29.

30.

3L

first octet number of 224 |

first octet number of 240 |

Which statement is true concerning private network addresses?
They are abways rauted an the Internet.

They can be uzed by only one company at a time.
They enahle internal web servers to be easily accessed by outside users.
+/"=) They are more secure as they are visible only to the local network,

How many class C networks are reserved for private address space?
1

16
128
/= 256

What is the destination MAC address of a broadcast Ethernet frame?
265.255.255.254

1111
AR AR P BABR A
/&) FF-FF-FF-FF-FF-FF

Drag the statement on the left to the category on the right:
Static IP Addressing

uzeful for printers and servers
provides more control of network rezources
possikblity of input errors
addresses are not reassigned to another device
Dynamic [P Addressing
useful for mokile users
limited in titme period

addreszes provided by a server

draws addrezses automatically from a poaol

Place these DHCP messages in the correct order for a host to obtain an IP address from a DHCP server:

-9"| DHCP Discover |
J| DHCP Offer |
V’| DHCP Reqguest |
J| DHCP Acknowledge |

An ISR has a public IP address issued by the ISP. What is the purpose of the public IP address?
allowes internal hasts to communicate with each other on the local netwark:

20 allows internal hosts to communicate with ather hosts on the Internet
allowes the SR to communicate with the local hosts an the netwarlk;

allowes the ISR to communicate with the local servers on the network



32.

33.

What function does NAT perform in an ISR?
MAT takes a source IP address and translates it to a default gatewsay address.

AT takes a local IP address and translates it to an internal source IP address.
AT takes an internal global IP address and translates itto a local source IP address.

=) MWAT takes an internal source IF address and translates it to a global IP address.
Refer to the graphic. What 2 types of IP addresses should be used on the ISR at interfaces A and B? (Choose
two.)?

192156812

152 1681 3 == ——T
— ARl W

192.182.1.4

v Interface A should use a private IP address.
Interface A should use a public IP address.
Interface A should use a source [P address.
Interface B should use a private IP address.

/¥ Interface B should use a public IP address.

Interface B should use a destination IP address.

34. What happened when part of a message using TCP is not delivered to the destination host?

35.

36.

The sender resends the entire message.
The sender sends a request to find outwhat happened.

Mothing. TCP does not check far errors and missing data.

+» The partofthe message thatis missing is retransmitted.

Drag the statement on the left to the service on the right:

A uzer types in a URL and a page loads in the client Diomain Mame Service

browyser.
A uzer uploads new files to his or her website. E-mail
A uzer requests a website by typing in tz name. File Tranzter
A weorkstation gets ts IP addrezs automatically. Dwvnamic Host Configuration

Irternet protacaols enable users to send meszages ta each

othier aver the Internet. Wik Service

A netveork technician logs into & workstation from a

remate site. Telnet

Drag an item on the left to an item on the right. Note that not all items on the left will be used.

47 | DM= server
o3 | Cominon DS part number
a0 | Domain name

translates an IP address to a domain name

tranzlates a domain name to an IP address

Cisco.com |
linksys@cizco.mail |
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37. Refer to the graphic. Which protocol allows you to type www.cisco.com instead an IP address to open the Web page?

& .

0 Back * x| E g | g Sewch
8] Customize Links &] Free Hotmall tﬂ Google I

ddress A, DS, Comy

V@ DS cisco

FTP
HTML
HTTP

Sohmions Products & Serdices

ShMP
38. Drag the term on the left to the definition on the right:

| HTML | | hosts a web page |
| HTTF | | requests a vweb page |
| HTTP= | | uzed to create web pages |
| webh Server | | secure protocol that uses port 443 |
| wweb client | | protocal commanly used by a web browser |

39. Drag the protocol on the left to the category on the right. Note that not all protocols will be used.

| FTF |

| HTTP |

| HThL |

| DS |

40. What acronym is associated with making a phone call using the Internet?
I

HTML

HTTFP

SMMP
<= WolP

41. Drag the port number on the left to the associated protocol on the right:

‘ 20 | | DHCP |
‘ 23 | | DS |
‘ 33 | | FTP data |
‘ ot} | | HTTP |
‘ g0 | | HTTPS |
‘ 110 | | POP3 |
‘ 161 | | SHhP |
‘ 443 | | Telnet |




42.

43.

44,

45.

Select three protocols that operate at the Application Layer of the OSI models. (Choose three.)
| ARP

| TCP
| DSL
M FTP
vV POF3
V¥ DHCP
What are the differences between binary and decimal numbers? (Choose two.)

Decimal numbers are based an powers of 1 and hinan numbers are based on powers of 2.
¥ Binary numbers are based on powers of 2 and decimal numbers are based on powers of 10,
¥ Computers use hinary numbers and people normally use decimal numhbers.

mHumbers typed on a kevboard are entered as binary and converted to decimal by the computer.

Binary numbers consist of three states: on, off, null. Decimal numhbers do not have states.

Examlne the graphic with current configuration. Host A in the Clerical offices failed and was replaced. Although a
ping to 127.0.0.1 was successful, the replacement computer can not access the company network. What is the
likely cause of the problem?

Company ABC

Clerical

A: 192.168.100.105/26 C: 192.168.100.85/27
B: 192.168.100.99/27 D: 192.168.100.75/27
Clerical: 192.168.100.98/27 Admin: 192.168.100.66/27

IF address incarrectly entered
netwark cables unplugoed

+ 2 subnet mask incorrectly entered
netwark card failure

Refer to the exhibit. A network administrator is testing the configuration on a host computer. What type of address
is 127.0.0.1?

tswping 127.8.8.1
inging 127 .8.8.1 with 32 hytes of data:

eply from 127.8.8.1: bhytez=32 time<ims TTL=128
eply from 127.8.8.1: hytes=32 time<ims TTL=128
eply from 127.8.8.1: bhytez=32 time<ims TTL=128
eply from 127.8.8.1: bhytez=32 time<ims TTL=128

ing statistics for 127.8.8.1:

Packetsz: Sent = 4, Received = 4, Lost = 8 (Bx loss).
pproximate round trip times in milli-—seconds:

Minimum = Bmz, Maximum = Bms,. Average = Bms




46.

47.

48.

49.

50.

51.

10
link-local

+/ = loophack
public

default route
What portion of the IP address does the prefix represent?
biroadcast
hiost
2 network

unicast
Which is true regarding IP network addresses?

/= all host bits are setto 0
all host bits are setto 1
assigned the highest address in a range

all netwaork bits are setto 1
Which address type has all host bits set to 1?
network

+/ = hroadcast
host

unicast
How many binary digits (bits) are in an IPv6 address?
B4 hits

48 hits
/1= 128 hits

32 hits
What is the primary reason for developing IPv6?

Security
header format simplification
+ 2 expanded addressing capabhilities

addressing simplification

Refer to the exhibit. The numbers in the exhibit are part of a single subnet. Which statements are true regarding
these numbers? (Choose three.)

192.168.223.99 192.168.223.107 192.168.223.117 192.168.223.127
Their final octet has 4 ofthe most significant bits in commoan.
They hiawe 5 low-order bits in comman.
M They hawe 27 high-order bits in commoan.
192.168.223.99 is a feasihle network number for their range.
WM 257 285 25R 224 is an appropriate mask for their range.
W 192.168.223.127 is the broadeast address for their range.
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52.  Drop the options on the left to the correct target on the right.

192.165.16.192430 four bits borrowed to create subnets

17227 64 98123 zix usable subnets

17218125620

the network iz not subnetted

| twwo usahle hosts per subnet

192 168.87 .21 2024 512 addresses per subnet

| 101 1673613 |
| 1723116128189 |

53. How many host addresses are available on a Class C network with the default subnet mask?

a. 128 b. 254 c. 255 v’ d. 256
54. Match the protocol data units (PDU) to their corresponding layers:
a. | Bits \ Packets | Network Layer
b. | Frames | Bits Physical Layer
c. ‘ Packets ‘ Segments | Transport Layer
d. | Segments Frames Data Link Layer

55. Computer “A” is trying to locate a new computer named “B” on the network. Which of the following does
“A” broadcast to find the MAC address of “B"?

a. MAC request v b. ARP request C. Ping d. Proxy ARP

56. Which of the following best describes the function of a router?
a. A router screens network traffic based on source and destination MAC addressing.
b. A router extends the operating distance of a network by regenerating digital signals.
c. Arrouter acts as a multi-port repeater and occupies the center of a star topology network.
v/ d. A router forwards packets from one network to another based on network layer information.

57. Why does a router perform a logical “ANDing”?
e. to determine the source address of a packet
f. to determine the host address of a destination
v g. to determine the network or subnetwork to which a packet should be sent
h. to determine the subnet mask and compare it with the routing table

58. Which are the characteristics of MAC and which are of IP:

No. | Characteristics MAC or IP
2) | 48 bits MAC

3) | 32 hits IP

4) | assigned by the network administrator IP

5) | assigned by the manufacturer of the NIC MAC

6) | divided into manufacturer code and serial number MAC

7) | flat addressing MAC

8) | hierarchical addressing IP

9) | divided into network portion and host portion IP

59. What is the subnet mask for a class B network when 7 bits are borrowed? (255.255.254.0)

60. With an IP address of 172.16.1.162 and a subnet mask of 255.255.254.0, how many bits have been
borrowed to create the subnets? (7 bits)

61. How many host bits are available in a subnet mask of 255.255.248.0?

a. 8 b.9 vic 11 d. 13

62. Given the IPs in the first column of the table below, fill in the correct values in the remaining columns:

Address

No. IP Class T Default Subnet Mask Network Address Broadcast Address
ype

1) 201.3.2.1 C Public ‘255.255.255.0 201.13.2.0 201.13.2.255 ‘

2) | 127.0.0.200 A Loopback‘255.0.0.0 127.0.0.0 127.255.255.255 ‘
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3) | 128.129.130.131 B Public 128.129.0.0 128.129.255.255
4)  16.172.18.19 A Public 255.0.0.0 16.0.0.0 16.255.255.255
5) | 172.16.1.1 B Private 255.255.0.0 172.16.0.0 172.16.255.255
6) | 172.31.255.254 B Private 255.255.0.0 172.31.0.0 172.31.255.255
7) | 172.168.50.1 B Public 255.255.0.0 172.168.0.0 172.168.255.255
8) | 191.168.1.1 B Public 255.255.0.0 191.168.0.0 191.168.255.255
9) | 192.168.1.5 C Private 255.255.255.0 192.168.1.0 192.168.1.255
10) | 128.254.254.254 B Public 255.255.0.0 128.254.0.0 128.254.255.255
11) | 223.224.225.226  C Public 255.255.255.0 223.224.225.0 223.224.225.255
12)  2224.225.226.227 D Multicast | N/A N/A N/A

63. If 7 bits are borrowed from the Class B network of 172.18.0.0, list the first 5 and last 2 subnets, including

their corresponding subnet masks, host address ranges, and broadcast addresses:

No.  Subnet Address Host Address Range Subnet Mask Broadcast Address
1) 172.18.0.0 172.18.0.1 — 172.18.1.254 255.255.254.0 172.18.1.255
2) 172.18.2.0 172.18.2.1 — 172.18.3.254 255.255.254.0 172.18.3.255
3) 172.18.4.0 172.18.4.1 — 172.18.5.254 255.255.254.0 172.18.5.255
4) 172.18.6.0 172.18.6.1 — 172.18.7.254 255.255.254.0 172.18.7.255
5) 172.18.8.0 172.18.8.1 — 172.18.9.254 255.255.254.0 172.18.9.255

127) 172.18.252.0
128) 172.18.254.0

172.18.252.1 — 172.18.253.254
172.18.254.1 — 172.18.255.254

255.255.254.0
255.255.254.0

172.18.253.255
172.18.255.255

64. Determine whether or not the given IP and netmask pair below is valid:

No. | IP Netmask Valid/Invalid If invalid, why?

1) | 192.168.0.128 255.255.255.192 Invalid It is a subnet address

2) | 192.168.1.127 255.255.255.240 Invalid It is a broadcast address
3)  192.168.2.129 255.255.255.224 Valid

4) | 172.18.0.255 255.255.254.0 Valid

5) |172.18.1.255 255.255.254.0 Invalid It is broadcast address
6) | 119.15.80.252 255.255.255.252 Invalid It is a subnet address

7)  119.15.80.253 255.255.255.252 Valid

8)  119.15.80.254 255.255.255.254 Valid

9) | 119.15.80.255 255.255.255.254 Invalid It is a broadcast address

65. If you check the IP of a PC and see this: 1P=172.18.65.0, subnet mask=255.255.224.0, fill in the correct

values in the table below:

1) Bits Borrowed: | 3 bits

2) Remaining Host bits: | 13 bitd

3) Prefix: | /19

4) Number of Possible Subnets: | 8 subnets

5) Usable Hosts/Subnet: = 2*° -2 = 8192 hosts

6) Subnet Address: | 172.18.64.0

7) Broadcast Address | 172.18.95.255

8) Host Address Range of the Subnet: | 172.18.64.1 — 172.18.95.254




66.

67.

68.

69.

70.
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Why is IEEE 802.11 wireless technology able to transmit further distances than Bluetooth
technology?
transmits at much lower frequencies

+/"%) has higher power output
transmits at much higher frequencies

uses better encryption methods

What are three advantages of wireless over wired LAN technology? (Choose three.)

7 lower on-going costs

longer transmission distance
"V ease ofinstallation
/¥ easily expandable

higher level of security

cheaper host adapters

Which wireless technology standard provides the most compatibility with older standards, but
has greater performance?

802.11a
802110
802.11g
/= 80211n

What is CSMA/CA on a network?

an access method used by wireless technology to avoid duplicate 3S1Ds
an access method used by any technology that has excessive collisions
an access method used by wired Ethernet technology to avoid collisions

/2 an access method used by wireless technology to avoid collisions

When is a client considered to be “authenticated” when only MAC address filtering is enabled on
the access point?

when the client gives the access point the correct secret key
when the client sends the MAC address to the access point

when the access point verifies that the MAC address is in the MAC table and sends a confirmation messaage to
the client
when the access point sends the MAC address to the server and receives notification that the MAC address is a
valid ane



